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DevOps is the union of

: , dNC
to enable continuous delivery
of to our customers.

Donovan Brown,
donovanbrown.com/post/what-is-devops
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VWHY checklist

Automate everything automatable
\Move repetitive tasks to machines

Enable engineering to focus on delighting customers




Improve beyond the limits of today’s processes

Strive to always innovate and improve beyond repeatable processes and
frameworks.

No new silos to break down silos

Inspire and share collaboratively instead of becoming a hero or creating a silo.

Feedback from stakeholders is essential

Focus on our stakeholders and their feedback rather than simply changing for
the sake of change.

Knowing your customer means cross-organization
collaboration

Measure performance across the organization, not justin a line of business.

Inspire adoption through enthusiasm

Promote a culture of learning through Lean quality deliverables, not just tools
and automation.

Agents of Chaos
DevOps Core Values



https://www.tactec.ca/devops-core-values/

VWHY checklist

Automate everything automatable
\Move repetitive tasks to machines
Enable engineering to focus on delighting customers

Innovate and improve beyond repeatable processes
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Azure Pipelines
Build once

Deploy the same build artifacts

Streamlined approvals



3000+ pipeline definitions

Snowflakes

\Julnerabilities

Classic warning




VWHY checklist

Automate everything automatable
\Move repetitive tasks to machines
Enable engineering to focus on delighting customers

Innovate and improve beyond repeatable processes

V=

Alienment, Consistency, Simplicity, and Security guardrails

Flexibility and ability to "keep up with technology”

Transparency over standardization






YAML

’H'H\i—readable language

Clark Evans 2001

Yet another markup language

GitHub fork of AzDO pipelines




Pipeline as code

Pull Request Workflow

@

Blueprints

Utilities

Golden fleece

ntability and Ownership

Guardrails

QA

Accou

Iransparency

Common Engineering System
*Templates repository

Everyone can contribute

Automation




927 *300=278,100

Codebases

Millions of lines of code

simple iPhone game app
Unix v l:()

Win32/Simile virus
average iPhone app

Pacemaker 0.08

Photoshopv. 1.0

Qi

02

Camino

Quake 3 engine

a million lines of code - ‘
.

113,094
25956 v ..90.67% less waste!




Re-usable Templates

Parts 3,4, 5 &=

GUARDRAILS

AUTONOMY

Common Engineering System (CeS)
Alignment ® Consistency ® Enablement @ Security @ Simplicity

©

SonarQube, WhiteSource
Building Code
Telemetry
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Abstract 90%+ of Cl pipe/code

Extend template
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2"d Gen App-Type Blueprints

Part 8 =

Abstract 90%+ of CI/CD pipe/code
@ < OODA!

[m)
dlo®

| want to make a change to our common engineering system!

YT Ul Willing to YES

discuss ?

guardrails
?

Innovation Reject?!?
‘cause Kevin said so!
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VWHY checklist

Automate everything automatable D
Move repetitive tasks to machines ™|
Enable engineering to focus on delighting customers IZI

Innovate and improve beyond repeatable processes

V=

Alienment, Consistency, Simplicity, & Security guardrails |ZI

Flexibility and ability to "keep up with technology”

Transparency over standardization



Self-Service

Blueprints are enablers
Consistency is the key
Simplicity makes it a reality
Automation working group
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Click « <Tmin « Hello World
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Manual

Auto
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Parameters
You can specify parameters in templates
and in the pipeline, as shown.

They can be restricted to a subset of values. D ey “

« key.value pairs seancriag

« string : any ¥ mas -

+ ${{}} to dereference @ queue time ¢
boctimage

windans lstest

Triggers

Use triggers to run a pipeline automatically.
- Continuous integration (Cl) trigger

Pull request validation (PR) trigger
Comment triggers (GitHub only)
Scheduled triggers

Pipeline triggers (YAML)

Build completion triggers (Classic Build)

Variables
Variables are different from runtime parameters, which
are typed and available during template parsing.
+ keywvalue pairs
* string : string
« $(key) to dereference @ run time
« Inline variables
+ hardcoded
+ Variablegroups «
+ Template variables o
+ Pipeline variables
* Predefined variables
« $(Build.SourceBranch)
« https://docs.microsoft.com/en-
us/azure/devops/pipelines/build/variables

Variables switch to key:value
if mixing with groups, templates

Resources

Resource is anything used by a pipeline that lives outside the pipeline.

= CI/CD pipelines that produce artifacts (Azure Pipelines, Jenkins, etc.)

= Code repositories (Azure Repos Git repos, GitHub, Bitbucket Cloud)

= Containerimage registries (Azure Container Registry, Docker Hub, etc.)
+ Package feeds (GitHub packages)

Templates

Define reusable content, logic, and parameters.
+ Variable template

- Logic template

YAML Generic Blueprint-based
Pipeline Quick Reference

SAFE

WORKING TO MAKE A DIFFERENCE

2021.04.30 v1.2 WS - See https//aka.ms/yamlfor Azure DevOps Pipeline documentation

azure-pipeline-single-job Blueprint Extract ER

<
SYSTEM
TEST

@ @
STAGE | PROD

§ PIPELINE INITIALIZATION
£

£ batch - Batch if pipeline is rumming. i i i
£ - Trigger om all branches. Aztifact filtess will be used in CD. H i L
£ paths - Exclude pipeline/ folder which comtains pipeline yml files.

£

displapName:

*Bocl Image®

eype: suring
default: windows-latest ®
walues: i

- windows-litest
- ubuntu-latest

Azure-Pipeline-Steps.yml

£ Semantic version as per Asure DeOps Naming Conventions

1

|

i
+

§ lport £old olfame)_$ (productlame ) _$ [GITVERSION_MAJORMINOREATCH) _S (date:yyyyMidd) .S (d

1-$(Build )
) ) roers Bootstrap.xml Extract
# Configure the defaule agent pool and image to use for your pipeline

posl:
mInage: £ (image) : —
§ WorkSafeBC Mulei-Stage YAML-Eased CI Pipeline Design Eractice
£ VARTABLES i —————e—e—e————
waziables: + MonES
BuildConfiguration: Release # dnie Runs inisialisation steps
4 eildRlatfomm ‘any CEUY t oz Runs validation steps
emplateVezs 107 f  zunDev3ecOpsOnly Runs only DevSecOps validation steps
Port £oli olfam *IODO REFLACE WITH FORTFOLIO KAME' f  zuzBuildingledeOnmly Rums omly Building Code validation sueps
productName: 'TODO REPLACE WITE FRODUCT HAME' Se L
EroduceCus 'TODO REPLACE WITE A NER GUID RITHOUT ERACKETS' pa:
tinwalid
‘anknowm
anknowm
! reposicories: portfoliolame:  'unkmown'
i : ProductName o —
H § SKULL ¢ CROSS-EGNES - DO NOT COMMENT OUT, OR REMGVE THIS REPOSITORY 5 'S (Build srectory)*
* - zepositery: ChTemplates verbose ‘Ealeet
H R— forceCheck: ‘falser
i R . son. Pipeline £ozceTonlbox : ‘Ealse*

§ SIART OF BUILD and TEST STAGE

£ - GitVersion task locks aw your Git hissory and works one the semansic £
§ version of the commit being buils. # BOOTSTRAP TOGLEOX
£ 3
stages: - ${{ if orleql d tinist ), eql _forceTaolbe teruet 1) -
= s @eofErmremTE=eS - tast: UniversalPackages@d
dioplagiame: : displaslame: Bootstrap download toolbox
Soba: Conditional template injection inpuca:
> jab: ComeimucusInvegrasion Command: *dowaload®
e Only run DEVSE(OPS and E H st S (Sys Defaule¥ozk ingDi /Toslbox'
- vask: GitVersiomos Building Code validations for fecdaTolae: ‘'imvermall
inputs: . . . w3taFeed: 'Se070486-893d-44c7-8840-2283011555BE/ 6050 €677 -90cb-47ba-aadc-cad1 B0SABAE3 *
. pull request validation builds, vatafeedPackage: "B4837d03-43dd~4518-6293-b17e 8 LebT 64"
updateAssemblyInfa: false or if forceCheck s ‘true’ oo etiamy 000
£ * '
§ FREREQUISITES # Alert if we supress
& = o seinjoe—r (e Booo (o o Bofres (B0 Deiifle] fosy, S cosrsis Ceses e e e e e e e e
£ - ${{ if and(nelvariables]'Build SourceBranchName'], 'merge'}, eql parameters. forceCheck, 'false'}} }i:
£ TODO Imsert your scripts, steps, and tasks here and remove this comment = scripe: echo

BOOTSTRAP VALIDATION, STAGE: CI_BOGTSTRAP INIT
SKULL & CROSS-BONES - DO NOT COMMENT OUT, OR REMOVE THIS SECTION

$41 if indieq( parameters.bootstrapiods,

Finied ),

parametezs

bootatzapode:  ‘init’
applicationType: 'TODO REFLACE WITH APF TYFE' § dotmet, angulaxz parame te:
applicationGuid: §(productGuid) I 14 T ype: st licati b
pozefelicame: fiperefolioName) i portfolioName: H rofoliclame} }
productiame: % (pz oduc tiame) H £ cductlame}}
scurcesbirecvory: §(Build. SourcesDirectary) : iz st wsce =D }
sce: Producsion:
sonarQubeProjectRey: 80v2_S{{parameters parsfolioName}}. § {{parameters i1
¥ 5 ame: £ rtfolioName} }.${ [parameters. productName}}
# CONTINUOUS IFTEGRATION BUILD verbose: §({{parameters_verbose}}
§ - Bun jobs/steps/tasks to build your sclution here. previews Sl{pazameters_previews}}
§ - Move initialisations (NEM, NuSet,...} to FREREQUISITES sectiom
H .
# TODC Insert your scripts, steps, and tasks here and remove these comments
£ - task: M3Buildel .
£ smpusa: Expressions
F Feiusdens 1H/ain Expressions can be evaluated at compile time or at run time.
£ « Functions
# CONTINUOUS INTEGRATION TEST .
£ - Bun jobs/steps/tasts to tess your solution here + and, eq, ge, gt, in, le, It, ne, not, or, xor
H - - + coalesce, contains,, containsValue, counter, endswith, format, join, length, lower, notin,
§ TODO Inmsert your scripss, steps, and tasks here and remove this comment N
replace, startsWith, upper
£ .
o Job Status ) )
# - Publish the build and vest arvifacta « Always, canceled, failed, succeeded, succeededOrFailed
£
£ TODO Imsers build and test arvifact publicatisn tasks L4
£
£ BOOTSTRA® VALIDATION, STAGE: CI_BOOTSTRAR
£ SKULL © CROSS-EONES - DG KOT CGHMENT CUT, OR REMOVE THIS SECTION
.
i parametezs:
i bootstzapMode: "run®
H applicasionTyps: 'TODO REPLACE WITH AP TYEE' § dotnes, angulaz
v applicationGuid: $ (productGuid)
H porefolicame: £iporofolioName)
productlame: £ iproduc eiame}
Di $(Build. S




START (*-start.yml) Template

owned by development engineering team

--—-extends -
Validation Gate

- Enviranment
- Service Connection

Cl (*-ci.yml) Template

«----includes -----

owned by cloud engineering and pipeline working group

CD (*-cd.yml) Template

trigger:
batch: true # batch changes if true
branches:
include:
- rr # Trigger on all branches
resources:
repositories:
— repository: CeSAppTemplates
type: git
name: ‘Ces/AzDO.Autcmation.Pipeline.Templates'

# Semantic version as per Naming Conventions.

name:
$ (portfolioName) _$% (productName) _$ (GITVERSTON MAJORMINOREATCH) _
5 (date:yyyyMMdd) . $ (date: Himmss) . $ (Build. SourceBranchName)

paramsters:

— name: portfolioName
type: string

- name: productNams
type: string

{ Bootstrap opticmals

— name: verbose
type: boolean
default: false

- name: forceToolbox
type: boolean

false

- name: previews

type: boolean

default: false
# CI Blueprint optionals

stages:
- stage: CI
displayName: Continuocus Integration

f Configure the default agent pool and image to use for the pipeline

pool:
name: "Azure Pipelines'
vmImage: 'Windows-latest®
Sobs:

- job: ContinuCIcusIntegration
steps:
- template: /Templates/Utility/git-tools-git-version.yml
paramsters:
versicnsSpec: 'S.x"

stages:

- stage:
dependson:
- CI

'Development

<Enip>.

- stage:
displayName:
dependson :

- CI
- Development

*SecurityScans’
'Security Scans’'

pool:
vmImage:
Jobs:
- job: 'SecurityScans’
steps:
- template: /Templates/DevSecOps/security-scans—cd.yml

% (securityScansStageVmImage)

- S{{ if or( eg(lower (variables['Build.SourceBranch’]),
'refs/heads/release’ ),
startsWith(lower (variables['Build.SourceBranch']),
'refs/heads/release/')) }}:

- stage: 'Production’

- stage: 'SecurityReview'
displayName: "Security Review"
dependson:

- Development

wdsNip>..

- S{{ if or( eg(lower(variables['Build.SourceBranch’']),
‘refs/heads/release’ ),
startsWith(lower (variables['Build.SourceBranch']),
'refs/heads/release/")) }}:

"Production’

- stage:
dependsGn:

SecurityScans i
- SecurityReview -
variables:

currentVersion: $[ stageDependencies.CI.CI

- name: custamCDTemplate - task: PowerShell@2
# VARIABLES type: string name: setVersion
variables: *blueprint"” displayName: "Set Version®
— mame: portfolioName - name: suppressCD inputs:
value: 'TODO REPLACE WITH PORTFOLIO NAME' type: boolean targetTyps: *inline"
— mame: productName default: false script: Write—Host "fivsc[task.setvariable ﬂ‘?“’
selsse WEGD) MOELAEE [ EESTIED (BT - names: customoATemplate variable=semVersion;iscutput=trus] variable
~ template: /Operations/Config/${{variables.portfolicName}} |‘_ _________ = type: string $(GitVersion.MajorMinorPatch) "
—${{variables.productName}}-config.yml@CeSTemplates I default: 'blueprint' failOnStderr: trus
cxtends: 1 - name: suppressQA pwsh: trus
template: /Blusprints/Azurefunction/ ! type: boolean continusOnError: false
azure-pipeline-azure-function—ci. yml@CeSAppTemplates i default: false
parameters: 1 — name: loadDVTBox — template: /Templates/boot-strap.yml
portfolioName: §(portfolioNams) 1 type: string paramsters:
presiusElne g $ (productName) : default: 'no’ bootstrapMode: rinit’
# suppressCD: true H applicationType: ‘universal artifacts®
| applicationBlueprint: 'universal-artifact'
1 portfolicName: ${{paramsters.portfolioName}}
: productName : %{ [paramsters.productName} }
l sourcesDirectory: 5 (Build. SourcesDirectory)
1 verbose : S{{paramsters.verbose}}
0 - | ! forceToolbox: ${{parameters.forceToolbox}}
ptional parameters : foovimees S{{parmmerore praviowsl]
H loadDVTBox: ${{parameters.loadDVTBox} }
PARAMETER VALUES DESCRIPTION |
1 - task: PublishBuildArtifacts@l
forceCheck ‘false’, "true’ Enforce validations, irrespective of source branch. : ?;;523_’“'31“5: Pl bR
| E
previews ‘false’, "true’ Evaluate new preview features and provide feedback". : ;_:}.lmpubhsl_" :5 ‘Bufld'snumssmmcmry' 75 (peisilaciameilatas) ©
! ifactName: drop
verbose ‘false’, "true’ Verbose logging. : o GEmmictes [TEmimEsiTesieme.gml
forceToolbox 'false’, "true’ Force a reload of the toolbox config and scripts. : PBE::;::{MG@ . Crunt
| A . .
loadDVTBox 'no’, 'yes' If ‘yes' load the DV toolbox, else load PROD toolbox. : Zgi:tizﬁﬁ;nnt -::;::;El,artiﬁ:t-
1 portfolicName: S{{paramsters.portfolioNams}}
ST ETTEmE ‘blueprint’ Defau.lt to app-type CD blueprint if ‘blueprint’, else : prcductH.ame: 51 [p?ra:meters.pr?ducmame]]
override. | sourcesDirectory: 5 (Build.SourcesDirectory)
H werbose: ${{parameters.verbose}}
u int if i | foreeToolbox: ${{parameters.forceToolbox}}
customQATemplate ‘blueprint’ E:::I;:oapp type CD blueprint if ‘blueprint’, else ! s & [gaIMEtEIS-pIEViem”
. : 1loadDVTBox: ${[paramsters.loadDVTBox] }
suppressCD true, false Suppress CD | )
1 — ${{ if and( ne( parameters.suppressCD, true),
' ne( lower(paramsters.customCDTemplate), 'blusprint'
STFIEET T EEE SRS TASERS | - template: /Operations/Custom/${{parameters.customCDTemplatel}l.yml
| - 5{{ if and( ne( parameters.suppressCD, true),
] e lower (parameters.customCDTemplate), '"blueprint’
° YOUF Appl ICEItIOFl Repo I — template: /gl(ueprinézlhtifactsﬂniveraall = ' = Y
Allchanges should be made through and protected by the pull request workflow : azure—pipeline-universal-artifact-cd.yml
|
1
|
1
Rl |
| .
WORKING TO MAKE A DIFFERENCE ! includes .
_____________________________________________________ - nams: productionStagsEnvName

App-type CI/CD

Blueprint-based Pipeline Quick Reference

2021.04.30 v1.2 Ws - See https/faka.msijamifor Azure DevOps Pipeline documentation

.outputs['setVersion.semVersion’] ]

pool:
vmImage : $ (production3tageVmImage)
jobs:
- deployment: 'Production'
------ } environment: $(productionStageEnvName)
strategy:
runOnce:
dsploy:
steps:
— script: echo Toolkit Version = $(currentVersion)

— task: UniversalPackages@0
nams: Create PR Universal Package

"custom'
§ (semVersion)

versionOption:
versionPublish:

CeS.Automation.Pipelines Templates Repo
i All changes made through and protected by the pull request wortkflow

value: 'SHARED PR Universal Artifacts'

Ua riable Tem plate — name: productionStagsVmImage

value: 'windows—latest'

(Conﬁg) — name: productionStageFesdPublish

value: '9e07

11555b6/ 6050687 7-90cb—47b3-aa4c-cdd1b05db462 "

- name: productionStagePackagePublish

value: 'toolbox"

inputs:
command: "publish’
publishDirectory: % (Agent .BuildDirectory) /drop
feedsToUsePublish: *internal’
wstsFeedPublish: % (productionStageFeedPublish)

vstsFeedPackagePublish: $(productionStagePackagePublish)



Quick Context j



HOW did we do it? %

Out of scope

Story for another day

However, ...










You have

Questions

we (hopefully) have

Answers

-+ WorkSafeBC Technical Blog

- Pipelines - Why bother and what are our nightmares and options?

- Pipeline-as-code wrapped with Pull Requests
REFERENCES | a |

- Quick Reference Sheet for YAML and Generic Blueprint-based Pipelines

- Quick Reference Sheet for Application-type Blueprint-based Pipelines

- Magic video
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https://wsbctechnicalblog.github.io/why-pipelines-part1.html
https://wsbctechnicalblog.github.io/pipelines-as-code-pr.html
https://wsbctechnicalblog.github.io/moving-hundreds-of-pipeline-snowflakes-qr-1.html
https://wsbctechnicalblog.github.io/moving-hundreds-of-pipeline-snowflakes-qr-2.html
https://youtu.be/DWuDqCM1t6A

